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Topic 1, Exam Pool A

Question: 1

A retail company is migrating its IT infrastructure applications from on premises to the AWS Cloud.
Which costs will the company eliminate with this migration? (Select TWO.)

A. Cost of data center operations
B. Cost of application licensing

C. Cost of marketing campaigns

D. Cost of physical server hardware
E. Cost of network management

Answer: A, D

Explanation:

Question: 2

Which AWS services can use AWS WAF to protect against common web exploitations? (Select TWO.)

A. Amazon Route 53

B. Amazon CloudFront
C. AWS Transfer Family
D. AWS Site-to-Site VPN
E. Amazon API Gateway

Answer: B, E

Explanation:

AWS WAF can be deployed on Amazon CloudFront, the Application Load Balancer (ALB), Amazon API
Gateway, and AWS AppSync. As part of Amazon CloudFront it can be part of your Content
Distribution Network (CDN) protecting your resources and content at the Edge locations.

Question: 3
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A company needs a centralized, secure way to create and manage cryptographic keys. The company
will use the keys across a wide range of AWS services and applications. The company needs to track
and document when the keys are created, used, and deleted.

Which AWS service or feature will meet these requirements?

A. AWS Secrets Manager

B. AWS License Manager

C. AWS Systems Manager Parameter Store
D. AWS Key Management Service (AWS KMS)

Answer: D

Explanation:

AWS Key Management Service (AWS KMS) makes it easy for you to create and manage cryptographic
keys and control their use across a wide range of AWS services and in your applications. AWS KMS is
a secure and resilient service that uses hardware security modules that have been validated under
FIPS 140-2, or are in the process of being validated, to protect your keys. AWS KMS is integrated with
AWS CloudTrail to provide you with logs of all key usage to help meet your regulatory and
compliance needs.

Question: 4

A company needs steady and predictable performance from its Amazon EC2 instances at the lowest
possible cost. The company also needs the ability to scale resources to ensure that it has the right
resources available at the right time.

Which AWS service or resource will meet these requirements?

A. Amazon CloudWatch

B. Application Load Balancer
C. AWS Batch

D. Amazon EC2 Auto Scaling

Answer: D

Explanation:

AWS Auto Scaling monitors your applications and automatically adjusts capacity to maintain steady,
predictable performance at the lowest possible cost.

Question: 5

A company runs a web application on Amazon EC2 instances. The application must run constantly
and is expected to run indefinitely without interruption.

Which EC2 instance purchasing options will meet these requirements MOST cost-effectively? (Select
TWO.)
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A. On-Demand Instances
B. Spot Instances.

C. Reserved Instances

D. Savings Plans

E. Dedicated Hosts

Answer: C, D

Explanation:

Amazon EC2 provides the following purchasing options to enable you to optimize your costs based on
your needs:

*On-Demand Instances — Pay, by the second, for the instances that you launch.

*Savings Plans — Reduce your Amazon EC2 costs by making a commitment to a consistent amount of
usage, in USD per hour, for a term of 1 or 3 years.

*Reserved Instances — Reduce your Amazon EC2 costs by making a commitment to a consistent
instance configuration, including instance type and Region, for a term of 1 or 3 years.

*Spot Instances — Request unused EC2 instances, which can reduce your Amazon EC2 costs
significantly.

*Dedicated Hosts — Pay for a physical host that is fully dedicated to running your instances, and bring
your existing per-socket, per-core, or per-VM software licenses to reduce costs.

*Dedicated Instances — Pay, by the hour, for instances that run on single-tenant hardware.

*Capacity Reservations — Reserve capacity for your EC2 instances in a specific Availability Zone for
any duration.

If you require a capacity reservation, purchase Reserved Instances or Capacity Reservations for a
specific Availability Zone. Spot Instances are a cost-effective choice if you can be flexible about when
your applications run and if they can be interrupted. Dedicated Hosts or Dedicated Instances can
help you address compliance requirements and reduce costs by using your existing server-bound
software licenses.

Question: 6

A company plans to launch an application that will run in multiple locations within the United States.
The company needs to identify the two AWS Regions where the application can operate at the lowest
price. Which AWS service or feature should the company use to determine the Regions that offer the
lowest price?

A. Cost Explorer

B. AWS Budgets

C. AWS Trusted Advisor
D. AWS Pricing Calculator

Answer: C

Explanation:

https://aws.amazon.com/premiumsupport/technology/trusted-advisor/

Question: 7
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Which AWS benefit enables users to deploy cloud infrastructure that consists of multiple geographic
regions connected by a network with low latency, high throughput, and redundancy?

A. Economies of scale
B. Security

C. Elasticity

D. Global reach

Answer: C

Explanation:

The AWS Global Cloud Infrastructure is the most secure, extensive, and reliable cloud platform,
offering over 200 fully featured services from data centers globally. Whether you need to deploy your
application workloads across the globe in a single click, or you want to build and deploy specific
applications closer to your end-users with single-digit millisecond latency, AWS provides you the
cloud infrastructure where and when you need it.

Question: 8

A company needs to use machine learning and pattern matching to identify and protect sensitive
data that the company stores in the AWS Cloud.
Which AWS service will meet these requirements?

A. Amazon Inspector
B. Amazon Macie

C. Amazon GuardDuty
D. AWS Audit Manager

Answer: B

Explanation:

Amazon Macie is a fully managed data security and data privacy service that uses machine learning
and pattern matching to discover and protect your sensitive data in AWS.

Question: 9

A company wants to expand from one AWS Region into a second AWS Region. What does the
company need to do to expand into the second Region?

A. Contact an AWS account manager to sign a new contract.

B. Move an Availability Zone to the second Region.

C. Begin to deploy resources in the second Region.

D. Download the AWS Management Console for the second Region.

Answer: C

Explanation:
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Question: 10

Which of the following are AWS best practice recommendations for the use of AWS Identity and
Access Management (IAM)? (Select TWO.)

A. Use the AWS account root user for daily access.

B. Use access keys and secret access keys on Amazon EC2.

C. Rotate credentials on a regular basis.

D. Create a shared set of access keys for system administrators.
E. Configure multi-factor authentication (MFA).

Answer: C, E

Explanation:

If you do have an access key for your AWS account root user, delete it. If you must keep it, rotate
(change) the access key regularly. To delete or rotate your root user access keys, go to the My
Security Credentials page in the AWS Management Console and sign in with your account's email
address and password. You can manage your access keys in the Access keys section. For more
information about rotating access keys, see Rotating access keys.

Question: 11

Which of the following are aspects of the AWS shared responsibility model? (Select TWO.)

A. Configuration management of infrastructure devices is the customer’s responsibility.

B. For Amazon S3, AWS operates the infrastructure layer, the operating systems, and the platforms.
C. AWS is responsible for protecting the physical cloud infrastructure.

D. AWS is responsible for training the customer’s employees on AWS products and services.

E. For Amazon EC2, AWS is responsible for maintaining the guest operating system.

Answer: A, C

Explanation:

AWS responsibility “Security of the Cloud” - AWS is responsible for protecting the infrastructure that
runs all of the services offered in the AWS Cloud. This infrastructure is composed of the hardware,
software, networking, and facilities that run AWS Cloud services.

Customer responsibility “Security in the Cloud” — Customer responsibility will be determined by the
AWS Cloud services that a customer selects. This determines the amount of configuration work the
customer must perform as part of their security responsibilities. For example, a service such as
Amazon Elastic Compute Cloud (Amazon EC2) is categorized as Infrastructure as a Service (laaS) and,
as such, requires the customer to perform all of the necessary security configuration and
management tasks. Customers that deploy an Amazon EC2 instance are responsible for management
of the guest operating system (including updates and security patches), any application software or
utilities installed by the customer on the instances, and the configuration of the AWS-provided
firewall (called a security group) on each instance. For abstracted services, such as Amazon S3 and
Amazon DynamoDB, AWS operates the infrastructure layer, the operating system, and platforms, and
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customers access the endpoints to store and retrieve data. Customers are responsible for managing
their data (including encryption options), classifying their assets, and using IAM tools to apply the

CUSTOMER DATA
PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

appropriate permissions.

CUSTOMER

RESPONSIILITY FOR
SECURITY “IN' THE CLOUD

OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA v SR RN NETWORKING TRAFFIC
-5t "
ENCRYPTION & DATA INTEGRITY sty din PROTECTION (ENCRYPTION,
{FILE SYSTEM AND/OR DATA) 2 2
AUTHENTICATION INTEGRITY, IDENTITY)

SOFTWARE

RESPONSIBILITY FOR HARDWARE/AWS GLOBAL INFRASTRUCTURE

SECURITY “OF" THE CLOUD

AWS

AVAILABILITY ZONES EDGE LOCATIONS

Question: 12

Which characteristic of the AWS Cloud helps users eliminate underutilized CPU capacity?

A. Agility

B. Elasticity
C. Reliability
D. Durability

Answer: B

Explanation:

Question: 13

A company is moving its office and must establish an encrypted connection to AWS.
Which AWS service will help meet this requirement?

A. AWS VPN

B. Amazon Route 53

C. Amazon APl Gateway
D. Amazon Connect

Answer: A

Explanation:
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Question: 14

How does consolidated billing help reduce costs for a company that has multiple AWS accounts?

A. It aggregates usage across accounts so that the company can reach volume discount thresholds
sooner.

B. It offers an additional 5% discount on purchases of All Upfront Reserved Instances.

C. It provides a simplified billing invoice that the company can process more quickly than a standard
invoice.

D. It gives AWS resellers the ability to bill their customers for usage.

Answer: A

Explanation:

Consolidated billing for AWS Organizations

You can use the consolidated billing feature in AWS Organizations to consolidate billing and payment
for multiple AWS accounts or multiple Amazon Internet Services Pvt. Ltd (AISPL) accounts. Every
organization in AWS Organizations has a management account that pays the charges of all the
member accounts. For more information about organizations, see the AWS Organizations User
Guide.

Consolidated billing has the following benefits:

*One bill = You get one bill for multiple accounts.

*Easy tracking — You can track the charges across multiple accounts and download the combined cost
and usage data.

*Combined usage — You can combine the usage across all accounts in the organization to share the
volume pricing discounts, Reserved Instance discounts, and Savings Plans. This can result in a lower
charge for your project, department, or company than with individual standalone accounts. For more
information, see Volume discounts.

*No extra fee — Consolidated billing is offered at no additional cost.

Note:

The member account bills are for informational purpose only. The management account might
reallocate the additional volume discounts, Reserved Instance, or Savings Plans discounts that your
account receives.

If you have access to the management account, you can see a combined view of the AWS charges
that the member accounts incur. You also can get a cost report for each member account.

AWS and AISPL accounts can't be consolidated together. If your contact address is in India, you can
use AWS Organizations to consolidate AISPL accounts within your organization.

Important

When a member account leaves an organization, the member account can no longer access Cost
Explorer data that was generated when the account was in the organization. The data isn't deleted,
and the management account in the organization can still access the data. If the member account
rejoins the organization, the member account can access the data again.

Question: 15

What is an AWS Region?
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A. A broad set of global, cloud-based products that include compute, storage, and databases
B. A physical location around the world where data centers are clustered

C. One or more discrete data centers with redundant power, networking, and connectivity
D. A service that developers use to build applications that deliver latencies of single-digit
milliseconds to users

Answer: B

Explanation:

AWS has the concept of a Region, which is a physical location around the world where we cluster
data centers. We call each group of logical data centers an Availability Zone. Each AWS Region
consists of multiple, isolated, and physically separate AZs within a geographic area.

Question: 16

A company needs an AWS Support plan that provides programmatic case management through the
AWS Support API.
Which support plan will meet this requirement MOST cost-effectively?

A. AWS Business Support
B. AWS Basic Support

C. AWS Developer Support
D. AWS Enterprise Support

Answer: B

Explanation:

Question: 17

Which of the following are AWS compute services? (Select TWO.)

A. Amazon Lightsail

B. AWS Systems Manager
C. AWS CloudFormation
D. AWS Batch

E. Amazon Inspector

Answer: A, D

Explanation:

Amazon Lightsail is designed to be the easiest way to launch and manage a virtual private server with
AWS. Lightsail plans include everything you need to jumpstart your project — a virtual machine, SSD-
based storage, data transfer, DNS management, and a static IP address — for a low, predictable price.
AWS Batch enables developers, scientists, and engineers to easily and efficiently run hundreds of
thousands of batch computing jobs on AWS. AWS Batch dynamically provisions the optimal quantity
and type of compute resources (e.g., CPU or memory-optimized instances) based on the volume and
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specific resource requirements of the batch jobs submitted. With AWS Batch, there is no need to
install and manage batch computing software or server clusters that you use to run your jobs,
allowing you to focus on analyzing results and solving problems. AWS Batch plans, schedules, and
runs your batch computing workloads across the full range of AWS compute services and features,
such as Amazon EC2 and Spot Instances.

Question: 18

A company has existing software licenses that it wants to bring to AWS, but the licensing model
requires licensing physical cores. How can the company meet this requirement in the AWS Cloud?

A. Launch an Amazon EC2 instance with default tenancy.
B. Launch an Amazon EC2 instance on a Dedicated Host.
C. Create an On-Demand Capacity Reservation.

D. Purchase Dedicated Reserved Instances.

Answer: B

Explanation:

Question: 19

A company is using AWS Lambd

a. Which task is the company’s responsibility, according to the AWS shared responsibility model?
A. Update the Lambda runtime language.

B. Maintain the runtime environment.

C. Maintain the networking infrastructure.

D. Configure the resource.

Answer: A

Explanation:

https://aws.amazon.com/lambda/security-overview-of-aws-lambda/ When customers use AWS
Lambda, AWS manages the underlying infrastructure and foundation services, the operating system,
and the application platform. Customers themselves are responsible for the security of their code,
the storage and accessibility of sensitive data, and identity and access management (IAM) to the
Lambda service and within their function.

Question: 20

Which action will provide documentation to help a company evaluate whether its use of the AWS
Cloud is compliant with local regulatory standards?

A. Running Amazon GuardDuty

B. Using AWS Artifact

C. Creating an AWS Support ticket
D. AWS Cloud Trail logs



